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1. Executive Summary
The National Mental Health Consumer and Carer Forum (NMHCCF) has identified
privacy and confidentiality as a matter of great concern for mental health consumers and
carers. Following the results of their survey entitled “Confidentiality and Information
Sharing with Families and Carers in Mental Health”, the NMHCCF commissioned an
issues paper to examine the difficulties surrounding this topic in the Australian mental
health system and identify examples of best practice and some potential solutions and
ways forward. The NMHCCF funded the Psychosocial Research Centre, the Victorian
Mental Illness Awareness Council, and the Victorian Mental Health Carers Network to
produce this issues paper. Responses to this paper will be used to establish a NMHCCF
position statement to support the sector in improving its approach to the issues.
Privacy and confidentiality have an extensive impact on the relationships between
consumers, carers and clinicians. Difficulties arise between these groups when they
have different opinions and understandings regarding the information about a
consumer‟s wellbeing that can, or should, be shared with carers. There is the need for a
balance between the consumer‟s rights to privacy, and the carer‟s need for information
in order to provide sufficient support which can be crucial to the ongoing wellbeing of
both consumer and carer. Further, in a situation where a consumer has not consented to
information sharing with their carer, or does not have the capacity to decide, clinicians
must make a complex and difficult judgment about what information needs to be shared.
The resulting confusion may lead to a failure to appropriately share information.
This paper will offer insight into the perspectives of consumers, carers and clinicians with
regard to privacy and confidentiality in the Australian mental health system, and will also
offer examples of best practice from around the world for addressing related issues. In
preparation for the paper, scholarly literature was reviewed alongside a survey of the
existing 'grey literature'1. In addition, documentation on policy and legislation, practical
guidelines and strategies for best practice were collated, and interviews with selected
key stakeholders were conducted. Overall, 17 organisations and 16 individuals were
consulted (via direct contact, websites, newsletters, position papers) for information on
the topic, including professional, consumer and carer representatives, community and
legal organisations, as well as other national and international contacts of the
researchers.
A review of confidentiality and information-sharing in policy and law indicated that
mental health law and policy around confidentiality and information sharing is extremely
complex which can lead to Misunderstanding amongst consumers, carers and
professionals about the way the law works. In addition, it is enormously difficult to
legislate for the confidentiality and information needs of each person, given the unique
nature of each care context. It is also important to note that the way details of legislation
are disseminated and implemented is of far greater importance, than the differences
between legislations. Moreover, legislation is limited in the extent to which it can remedy
the difficulties faced by consumers, carers and professionals. It may be more practical to
concentrate on ethics training and practical guidance for health professionals to ensure
1

Grey literature refers to information that has not been commercially published, such as reports, research
papers, working papers, and guidelines produced by a broad range of organisations

reasonable decision-making, than to expect the law to direct behaviour in relation to the
disclosure of confidential information.
The literature and interviews on consumer perspective highlight the importance of
recognising that the privacy of consumers is a basic human right. In addition, consumers
are not necessarily unwilling to share information. However, they believe that private
information should only be shared with their consent. Information-sharing that occurs
without consent can lead to the deterioration of important therapeutic and other
relationships. Moreover, consumers should be allowed greater ownership of their
information and participation in their own care and treatment.
When considering the literature and interviews on the family / carer perspective, it is
clear that many mental health service providers often see family as being of little
importance (or worse, an impediment) in consumer recovery and consequently exclude
carers from service planning and provision. It is important that carers are „kept in the
loop‟ given that they are such a vital part of support structures for consumers and
contribute valuable knowledge and experience to assist in the consumer‟s treatment.
Indeed, acknowledging and having an in-depth knowledge of the care context creates a
positive therapeutic relationship.
The professional perspective, as indicated by the literature and interviews, reveals that
professional ethics guidelines provide little advice to clinicians about information-sharing
with carers. Identified barriers to good information-sharing include the consumer
withholding consent, concerns about losing the consumer‟s trust, and fears of legal
consequences. It was further suggested by clinician stakeholders that more training on
these issues is needed.
In order to promote best practice in information-sharing, there is an identified need for a
cultural shift toward the tripartite approach. Several changes can occur at the service
level which may help to foster the desired culture (e.g., staff education and support,
increased communication about information-sharing between consumers, carers, and
clinicians, written agreements about information management). Although legislative
change is not essential to achieve good information-sharing practice, consideration of
international legislatures may be worthwhile.
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2.

Introduction

2.1

Preamble

The National Mental Health Consumer and Carer Forum (NMHCCF) has identified
privacy and confidentiality as a matter of great concern for mental health consumers and
carers. Following the results of their survey entitled “Confidentiality and Information
Sharing with Families and Carers in Mental Health”, the NMHCCF commissioned an
issues paper to examine the difficulties surrounding this topic in the Australian mental
health system and identify examples of best practice and some potential solutions and
ways forward. Responses to this paper will be used to establish a NMHCCF position
statement to support the sector in improving its approach to the issues.

2.2

The National Mental Health Consumer & Carer Forum

The NMHCCF is an independent national body representing the interests of both mental
health consumers and carers in Australia. Through its membership, the NMHCCF gives
consumers and carers the opportunity to meet, form partnerships and be involved in the
development of mental health policy and the implementation of sector reform. While
auspiced by the Mental Health Council of Australia, the NMHCCF was set up in 2002 by
the Australian Health Ministers Advisory Council Mental Health Standing Committee and
is funded by contributions from each state and territory and the Australian Government.

2.3

Research Partners

A consortium was chosen to develop this issues paper, including researchers,
consumers, and carers. The NMHCCF considered the collaborative approach a key
strength in appointing these research partners.
Psychosocial Research Centre
This is an established research centre operating within the north west of Melbourne and
is a collaboration between the Department of Psychiatry, University of Melbourne and
NorthWestern Mental Health. The Centre focuses on psychosocial approaches to
prevention, treatment of illness and recovery, which involve consumers and their
families, increase community participation and improve economic outcomes for people
affected by mental illness. Consistent with the Centre‟s Mission, staff aim to engage the
perspectives of consumers, carers and advocates in the development of psychosocial
policy, practice and research.
Victorian Mental Illness Awareness Council
The Victorian Mental Illness Awareness Council (VMIAC) is Victoria‟s peak body in
representing consumers of mental health services. The VMIAC is a not-for-profit
organisation that aims to provide support, information, education, referrals and advocacy
for people who have experienced emotional or mental distress. The Consumer Research
and Evaluation Unit of the VMIAC is a consumer-led research team that is committed to
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promoting consumer participation in mental health service improvement, and believes
that the processes involved in research and evaluation are just as important as the
outcomes.
Victorian Mental Health Carers Network
The Victorian Mental Health Carers Network (VMHCN) is Victoria‟s peak body
representing carers, families and friends of people with mental health and related issues.
Its Mission is to ensure recognition of the contribution, experiences and needs of carers
and families. The VMHCN vision is that carers of people with mental health and related
problems will be partners in treatment and service delivery and the lived experience of
carers will be a key driver of policy and program formation. Their research arm, the
Carers Research and Evaluation Unit, contributes to building the knowledge of mental
health with a carer-centred approach. It aims to empower carers to contribute
meaningfully to service and policy development and to support their active participation
in carer research.

2.4

Background to Privacy & Confidentiality

Privacy and confidentiality are longstanding issues within the mental health sector, and
have an extensive impact on the relationships between consumers, carers and
clinicians. After deinstitutionalisation these issues have been noted in a growing body of
modern literature that describes the difficulty in contemporary mental health systems of
balancing consumers‟ rights to confidentiality and the families‟ needs to remain informed
and involved in a service environment that relies, to a great extent, on individuals and
families to maintain their own support structures.
Although privacy and confidentiality are similar terms, and are commonly used
interchangeably, the New South Wales Department of Health2 offers the following
comprehensive definitions for distinction between the terms:
Confidentiality: “an obligation which restricts an agency from using or disclosing any
information in a way which is contrary to the interests of the person or
organisation which provided it in the first place. It is a mode of
managing private information, by the restriction of access to information
to authorised persons, entities and processes at authorised times, in an
authorised manner.”
Privacy:

“applies only to personal information and applies irrespective of who
provided it to the agency. Privacy is a broader concept than
confidentiality and relates to an individual‟s ability to control the extent
to which their personal information, enabling identification, is available
to others.”

Privacy and confidentiality are enforced by legislation and underpinned by professional
codes of conduct to protect health information from unauthorised disclosure. However,
2

New South Wales Department of Health (2005). Privacy management plan – NSW Health [Policy
directive circular]. Sydney, NSW: Legal and legislative services, Department of Health, NSW.
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the legislation and codes also provide exceptions which allow the disclosure of mental
health information under certain circumstances. These exceptions are a source of much
underlying tension and confusion between consumers, carers and clinicians. For the
purposes of this paper, these stakeholders are referred to in the following manner:
Consumers:

People who use, have used, or are eligible to use, mental health
services.3

Carers:

People who provide practical and emotional support to a consumer
including relatives, friends or partners. They provide care and support in
a non-professional capacity, are mostly unpaid (though not
necessarily), and they may or may not live with the person they support.

Clinicians:

People who work in the field of mental health, including psychiatrists,
psychologists, social workers, psychiatric nurses, occupational
therapists, case managers, and GPs. Also referred to as professionals.

Difficulties arise between these groups when they have different opinions and
understandings regarding the information about a consumer‟s wellbeing that can, or
should, be shared with carers. There is the need for a balance between the consumer‟s
rights to privacy, and the carer‟s need for information in order to provide sufficient
support which can be crucial to the ongoing wellbeing of both consumer and carer. In a
situation where a consumer has not consented to information sharing with their carer, or
does not have the capacity to decide, clinicians ultimately make the decision about
whether information should be shared or should remain private. This can be a complex
and difficult judgment, and confusion often arises around the limits and exceptions of the
confidentiality and privacy obligations. As a result, “confidentiality” is often inaccurately
cited by clinicians as a reason for failing to share information with carers, and has many
carers asking for a broadening of the circumstances in which information can legally be
disclosed.

2.5

Rationale

Privacy and confidentiality are contentious issues for consumers, carers, and clinicians
within the Australian mental health system. It would be beneficial to elucidate these three
primary perspectives on privacy and confidentiality, in order to stimulate informed
discussion on the topic and to generate some helpful solutions.

2.6

Aims

To examine the issues surrounding privacy and confidentiality in the Australian mental
health system from the perspectives of consumers, carers and clinicians. Ultimately, the
paper will be used to elicit comment from consumers, carers, clinicians, Mental Health
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Beresford, P. (2007). User involvement, research and health inequalities: Developing new directions.
Health and Social Care in the Community, 15, 306-312.
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Departments and other interested parties across Australia, leading toward the
development of an NMHCCF position paper on privacy and confidentiality.

2.7

Outline of the Paper

This paper will offer insight into the perspectives of consumers, carers and clinicians with
regard to privacy and confidentiality in the Australian mental health system, and will also
offer examples of best practice from around the world for addressing related issues.
Each section of the paper begins with a summary of key points.
In preparation for the paper, scholarly literature was reviewed alongside a survey of the
existing 'grey literature‟. Documentation on policy and legislation, practical guidelines
and strategies for best practice were collated, and interviews with selected key
stakeholders were conducted to gain as thorough an understanding of the issues
surrounding privacy and confidentiality as possible within the scope of the project (for a
list of interview questions that the key stakeholders were asked, see Appendix B. For a
summary of key issues identified through stakeholder interviews, see Appendix C).
Overall, 17 organisations and 16 individuals were consulted (via direct contact, websites,
newsletters, position papers) for information on the topic, including professional,
consumer and carer representatives, community and legal organisations, as well as
other national and international contacts of the researchers.

2.8

Guiding Principles

Below we describe the core principles that have guided the development of this paper.
Consumers‟ Right to Privacy – The privacy of consumers is a human right and must be
upheld to the fullest extent possible, for the purposes of their treatment and wellbeing.
Carers Must be Treated with Dignity and Respect – It is essential that the views and
needs of carers be taken into account when decisions are made that impact on them
and in their role as care-providers.
Respect for Autonomy - It is necessary to acknowledge that the Australian mental health
system is based in a Western society which values individual rights to autonomy and
privacy (in contrast with other cultures in which the family is the unit of society, and
individual needs and desires are secondary to those of the family).
Tripartite Relationship – In our view, the ideal culture of a mental health system involves
consumers, carers and clinicians working in partnership toward positive outcomes for
consumers.
Scope of the Paper – It should be noted that this paper is not intended to provide a
comprehensive review of legislation across jurisdictions. Rather, the purpose is to
elucidate the issues surrounding privacy and confidentiality in mental health.

6

3.

Confidentiality and Information Sharing in Policy and Law
Key Points:
It is enormously difficult to legislate for the confidentiality and
information needs of each person, given the unique nature of
each care context. As the New Zealand Mental Health
Commissioner commented, “…it is difficult to legislate for
good judgment”.4
Mental health law and policy around confidentiality and
information sharing is extremely complex. There is great
misunderstanding amongst consumers, carers and
professionals about the way the law works.
It seems unlikely that differences between state and territory
mental health legislation greatly impact on how confidentiality
and information-sharing are practised across each state and
territory. How the details of legislation are disseminated and
implemented is of far greater importance.
Legislation is limited in the extent to which it can remedy the
difficulties faced by consumers, carers and professionals.
It may be more practical to concentrate on ethics training and
practical guidance for health professionals to ensure
reasonable decision-making, than to expect the law to direct
behaviour in relation to the disclosure of confidential
information.5

3.1. Introduction
Issues of confidentiality and information-sharing in mental health services are governed
by a complex combination of law, policy and professional codes. These rules must
account for the balance between ensuring consumers‟ right to privacy and
confidentiality, while taking seriously the needs of carers to be informed and involved –
and overall, for both parties to be treated with dignity and respect. Not surprisingly there
is a clear tension between consumers‟ right to privacy and the provision of information to
family / carers. The great challenge in developing policy is to create a framework that
accommodates the enormous variation in each person‟s circumstances and the
particular context of their own family and community dynamic and yet provides clear
4

Mental Health Commission (2002). Review of the implementation of the Privacy Act 1993 and the Health
Information Privacy Code 1994 by district health boards‟ mental health services [report]. Wellington, New
Zealand: The Mental Health Commission (p. 49).
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McSherry, B. (2008). Health professional-patient confidentiality: Does the law really matter? Journal of
Law and Medicine, 15, 489-493.
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guidance to all parties about how to best manage confidentiality and information sharing
day-to-day.
This section will begin by outlining the major issues drawn from the national and
international literature. It will then look at how international legal instruments inform
Australian legislation (in particular the UN Principles for the Protection of Persons with
Mental Illness and the Improvement of Mental Health Care 1991 [Mental Illness
Principles]) and the more recent UN Convention on the Rights of Persons with Disability
2007 (UN CRPD), before looking to other international policies that address the issue.
The third subsection will turn to Australian policy and legislation, with a brief look at
confidentiality laws in two national jurisdictions, Victoria and the Northern Territory as
examples of differing approaches. The final part of the section will consider the limited
impact of legislation on day-to-day clinical practice, questioning just how effective the
law is in promoting good practice in confidentiality and information sharing.

3.2. Literature Review
There are a number of particularly influential articles in modern literature that have
expanded on decades of scholarly research.6 For the purposes of this report we are
relying almost entirely on literature from the last two decades. The literature and policy
review focuses particularly on Australia but also covers the UK, Europe, the USA, and
New Zealand.
It is important to note that legal rights to confidentiality are not absolute,7 with numerous
exceptions across Australian jurisdictions allowing disclosure in certain circumstances.8
Such exceptions are covered in various legislations (not simply mental health) in laws as
diverse as child protection law, tort law and insurance law. A key finding was that the
complex legal tapestry poses great difficulties for all parties (consumer, carer, clinician),
which in turn leads to great misunderstanding in both identifying relevant laws and
interpreting them.
The efficacy of the law in ensuring good practice in confidentiality and information
sharing appears to be limited. There is an emerging international consensus in both
scholarly and grey literature identifying that legislation largely fails to deal with the
practical dilemmas of consumer confidentiality.9
6

See Leggatt, M., & Furlong, M. (1996). Reconciling the patient's right to confidentiality and the family's
need to know. Australian New Zealand Journal of Psychiatry, 30(5), 614-22; Szmukler, G. I., & Bloch, S.
(1997). Family involvement in the care of people with psychoses: An ethical argument. British Journal of
Psychiatry, 171, 401-405.

7

McSherry, B. 2008, op. cit; McSherry, B., Kämpf, A., Thomas, S., & Abrahams, H. (2008). Psychologists'
perceptions of legal and ethical requirements for breaching confidentiality. Australian Psychologist, 43(3),
194-204; Slade, M., Pinfold, V., Rapaport, J., Bellringer, S., Banerjee, S., Kuipers, E., & Huxley, P.
(2007). Best practice when service users do not consent to sharing information with carers. British
Journal of Psychiatry, 190, 148-155.
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Clark, K., & North, A. (2007). Legality of disclosure by Victorian psychiatrists of patient information to
carers. Psychiatry, Psychology and Law, 14, 147–167.

9

Gray, B., Robinson, C., Seddon, D., & Roberts, A. (2008). „Confidentiality smokescreens‟ and carers for
people with mental health problems: The perspectives of professionals. Health and Social Care in the
Community, 16(4), 378-387.
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Australian legislation differs between states and territories and between the private and
public sector. However, in general, it was found that for professionals, ethical
frameworks are of far greater significance in decision-making than legal requirements,
which are of secondary or little importance.10 This is partly explained by the extremely
complex nature of privacy and confidentiality laws relevant to mental health service
provision as well as (largely unfounded) fear of litigation if confidentiality is breached.
Further, it was found that families / carers are almost entirely excluded from mental
health legislation; a central issue given the increasing legal and policy mandate for
family participation in supporting mental health consumers.11

3.3.

International Framework

3.3.1. Mental Illness Principles and the UN Convention on the Rights of
Persons with Disabilities
An important international instrument used to protect the rights of persons with mental
health issues is the UN Principles for the Protection of Persons with Mental Illness and
the Improvement of Mental Health Care (1991), known as the Mental Illness Principles.
Certainly in Australia, the Mental Illness Principles were used to inform the privacy
section of Australia‟s National Standards for Mental Health Services (1997).12 Principle
6 of the Mental Illness Principles expressly states that „[t]he right of confidentiality of
information concerning all persons to whom these principles apply shall be respected.‟
More recently, the United Nations have created a Convention on the Rights of Persons
with Disabilities (UN CRPD), signed by Australia in 2007 and put in force in 2008. The
Convention explicitly states that “State Parties shall protect the privacy of personal,
health and rehabilitation information of persons with disabilities on an equal basis with
others” (UN CRPD, Article 22, Section 2). Many cite the CRPD as having been
developed more fully in partnership with mental health service user-groups and other
people with disabilities, marking a paradigm shift away from a social welfare response to
disability, to a rights-based approach.13 Importantly, this shift is also seen as a move
away from substituted decision-making to a supported decision-making framework14.
The UN CRPD now supersedes the Mental Illness Principles to the extent that there is
conflict between the two instruments15. The CRPD arguably require the Australian state
and federal governments to implement legally enforceable directives.

10

McSherry, B. (2008), op. cit.

11

Leggatt, M., Parker, R., & Crowe, J. (In press). Public interest and private concern: The role of family
carers for people suffering mental illness in the twenty first century, 1-7.; Lesser, J. (2004). All care and
whose responsibility. Psychiatry, Psychology and Law, 11(2), 236-243. (p. 238)

12

Department of Health and Ageing (1997). Australia‟s National Standards for Mental Health Services.
Commonwealth of Australia.

13

Kayess, R., & French, P. (2008). Out of darkness into light? Introducing the Convention on the Rights of
Persons with Disabilities. Human Rights Law Review, 8(1), 1-34.

14

Lawson, A. (2007). The United Nations Convention on the Rights of Persons with Disabilities: New era or
false dawn? Syracuse Journal of International Law and Commerce, 34 (2), 563-597.

15

Kayess & French 2008, op. cit.
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3.3.2. New Zealand
Unlike in Australia, The Mental Health Act in New Zealand requires mandatory
consultation with the „family, whānau‟*16 of a person detained under the Act17 unless it
can be shown that such consultation is not in the person‟s best interest. New Zealand
legislation starts from the premise that family/ whānau are naturally involved in the
responses to and treatment planning with consumers in crisis. This legislative change
was initiated in part by a statement by the country's Privacy Commissioner who
expressed frustration at the refusal of some hospitals to adopt sensible policies on
sharing information about consumers with their carers.18 The New Zealand Mental
Ministry of Health responded with detailed guidance which supports close co-operation
with families and sharing information, planning, decision-making, and providing support
and education when necessary19. The policies uphold consumer consent; however the
New Zealand Privacy Act 1993 and Health Information Privacy Code 1994 do not
prevent most aspects of working with families. There are strict provisions to protect
consumer confidentiality where the involvement of family could pose a serious health
risk to the consumer.

3.3.3. UK Carers’ Legislation
The UK has a legislation and policy framework specifically for carers: the UK Carers
[Recognition and Services] Act of 1995, the Carers [Equal Opportunities] Act 2004. The
legislation is designed to acknowledge carer needs and entitle them to assessment and
services in their own right. Nevertheless, the legislation prioritises service user autonomy
and the right to be consulted about information sharing with carers.20 This has led to a
suggestion to differentiate between personal-sensitive information and general
information around potential issues of patient privacy and information to be shared with
carers (for more on this point, see Section 5). This is a key recommendation made by a
number of authors as a means to solving the dilemmas caused by poor information
sharing.
The UK Carers Act 2004 requires local authorities to notify carers of their right to a
carer's assessment. The efficacy of the legislation is questionable, however, with one
study showing that only one in five carers are offered the assessment in practice.21

16

The term „whānau‟ is defined by the National Mental Health Standard as follows: „The term "family,
whānau" includes the extended family, partner, friends or others nominated by the person who receives
the service. This term also includes "carers" as identified by the person receiving the service.‟ NZS
8143:2001, p. 9.

17

Spencer, G. & Skipworth, J. (2007) Forcing family involvement in patient care: Legislation and clinical
issues. Australasian Psychiatry, 15(5), 397-401.

18

Private Mental Health Consumer Carer Network (2008). Identifying the carer project: Final report and
recommendations for the Commonwealth Department of Health and Ageing, Department of Health and
Ageing. Retrieved September 16, 2009 from
http://www.health.gov.au/internet/main/publishing.nsf/Content/mental-pubs-i-carer

19

Ibid, section 4.5.
Rapaport, J., Bellringer, S., Pinfold, V., & Huxley, P. (2006). Carers and confidentiality in mental health
care: Considering the role of the carer‟s assessment: A study of service users‟, carers‟ and practitioners‟
views. Health and Social Care in the Community, 14(4), 357-365.

20

21

Ibid.
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There are a number of reasons for this, including resource constraints, poor publicity by
service providers, conceptual ambiguities about the carer role, and difficulties assessing
positive outcomes for carers22. This raises the important point of the need to ensure
compliance with legislation. Nevertheless, the carers policy framework in the UK reflects
a concerted legislative effort to more fully support the needs of carers to maintain their
own health, social inclusion, citizenship participation, and their ability to support the
service user. A similar policy framework has been established in the Northern Territory
(see Section 3.4.3).

3.3.4. Scottish Mental Health Act
Scotland‟s Mental Health (Care & Treatment) (Scotland) Act 2003 has rights to
involvement and information for carers. The legislation includes directions on the use of
Advance Statements (known in Australia as Advance Directives) as well as „Named
Person‟, which is defined as “someone who will look after the person's interests if he or
she has to be treated under the Act”.23. It is compulsory under Scottish law to define a
Named Person when a consumer first contacts mental health services. For further
information see Section 7 or for a Pro-forma see
http://www.scotland.gov.uk/Publications/2004/10/20016/44075.

3.4.

Australian Policy and Legislation

The basis for national policy on privacy and confidentiality in mental health services is
covered by standard 5: Privacy and Confidentiality within the National Standards for
Mental Health Services 1997. Section 5.1 ensures that “staff of the Mental Health
Services comply with relevant legislation, regulations and instruments in relation to the
privacy and confidentiality of consumers and carers”24. This standard was informed by
The UN Principles on the Protection of People with a Mental Illness (1991), as well as a
wide range of Australian documents protecting the rights of consumers. These include:
the Australian Health Ministers Mental Health Statement on Rights and Responsibilities
1991/2000, Freedom of Information Act 1982, privacy legislation, departmental
guidelines, professional codes of conduct, Registration Acts, and Australian Standards
for Medical Records.25
While the above laws and regulations constitute a general framework, different laws will
apply to different consumers depending on the setting in which they are seen. State and
Territory Mental Health Acts apply to inpatient and outpatient services as well as to
community mental health services and registered community support services. They
also apply when a person is in any hospital which is licensed for the use of electro
convulsive therapy (ECT), that is, most private psychiatric hospitals.26 The wider range
22
23

24
25

26

Ibid.
The Scottish Government, http://www.scotland.gov.uk/Publications/2004/10/20017/44081 (2004),
retrieved 16 September 2009.
Department of Health and Ageing. (1997). National Standards for Mental Health Services 1997.
Commonwealth of Australia.
McSherry, B. (2006). Confidentiality in therapeutic relationships: the need to develop comprehensive
guidelines for mental health professionals. Psychiatry, Psychology and Law, 13(1), 124-131.
Ibid.
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of exemptions to confidentiality in the doctor-patient relationship, or clinician-consumer
relationship, are covered across a variety of laws, including contract law, tort law,
equitable obligations of confidence, ownership, criminal law, human rights, statutory
obligations, and professional disciplinary procedures.27
Australia has no national legislation addressing the needs of carers specifically.
Nonetheless, the National Mental Health Policy 2008 contains clear goals for greater
carer involvement in service provision and development. It states:
Carers require acknowledgement and respect for the role they play. To perform
their role effectively, carers must be able to access relevant information and
services, whenever necessary. Carers also need to be able to access information
regarding the treatment, on-going care and rehabilitation of the person for whom
they are caring28 (authors‟ emphasis).

3.4.1. Exceptions to Confidentiality
In certain circumstances, practitioners and clinicians may be legally or ethically required
to breach confidentiality on the basis of broader societal interest.29 The most commonly
cited example when a professional can lawfully breach confidentiality is if they have
reason to believe the consumer is at risk of harming others. This exemption is described
in the National Privacy Principles (NPP), which permits disclosure if the clinician
„reasonably believes that the use or disclosure is necessary to lessen or prevent … a
serious or imminent threat to an individual‟s life, health or safety.30 However, it is
notable that there is no common law precedent or legislative obligation to disclose
information if a consumer is considered to be dangerous to others‟ safety, there is only
permission to do so.31 The distinction between permission and obligation is important, as
presently no laws impose a legal duty to disclose confidential information when a patient
is perceived to be “dangerous”32. However, it is notable that the „danger‟ exemption is
quite limited given its provision is for such an extreme scenario. Focusing too specifically
on this type of situation, especially when drafting policy and law, can potentially
obfuscate the great majority of day-to-day problems caused by poor confidentiality and
information sharing practices.
There are specific guidelines for the private sector in the Commonwealth Privacy Act
1988 and its amended NPP.33 The NPP is different from the Information Privacy
Principles (IPP) – used for the public system – in that it does not provide an obligation to
27

Clark & North (2007), op. cit.

28

Department of Health and Ageing (2009). National Mental Health Policy 2008. Commonwealth of
Australia.

29

Clark & North, 2007, op. cit.; McSherry, B. 2008, op. cit.

30

Australian Government, Office of the Privacy Commissioner. (2006). “Private Sector Information Sheet
1A – National Privacy Principles: the ten National Privacy Principles from Schedule 3 of the Privacy Act
1988 (Cth) as amended to 14 September 2006.

31

McSherry, B. (2008), op. cit.

32

Ibid.
Australian Government, Office of the Privacy Commissioner (2006), op. cit.

33
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share information, simply a non-binding compulsion to disclose information when there is
a legal obligation to disclose it.34

3.4.2. The Victorian Mental Health Act 1986 (MHA 1986)
The present Act is the oldest of the state and territory mental health legislation. It is
currently under review and recent consultations regarding the Act are relevant to the
development of mental health legislation nationwide. Victoria‟s Department of Human
Services (DHS) has recently published a report on community consultations about the
review and the government response to the findings.35
The Victorian MHA 1986 covers all approved mental health services, which include most
public and private mental health services. Private practitioners, such as private
psychiatrists and general practitioners, are not covered by the provision but are covered
by the Health Records Act and the Commonwealth Privacy Act 1988. Presently, the
Victorian MHA allows service providers to share information about a consumer “if the
information is reasonably required for the on-going care of the person” and the
“guardian, family or primary carer or family member will be involved in the care”36 . This
applies regardless of whether the consumer is on an involuntary treatment order, or if
they are receiving services on a voluntary basis. It is our observation that there is a
widespread misunderstanding of this law amongst clinicians – if they are aware of s120A
then they assume it does not apply to „voluntary‟ patients. Importantly, the Act allows but
does not require disclosure of the information to family and other carers.
Some advocates have voiced concern about the confidentiality exception of the Act
outlined in Section 120A (3)(ca) which permits the giving of information concerning the
condition of a person who is receiving psychiatric services if communicated in „general
terms‟. This distinction is potentially discriminatory as it does not exist in relation to the
parallel section governing confidentiality in general health provision under the Health
Services Act 1988.37
It has been argued by family carer representative groups that there is a lack of formal
recognition in the Victorian MHA of the important role of carers as vital partners in
supporting consumers. In fact, the term „carer‟ is not even defined in the Act – a key
recommendation by a number of key stakeholders in the 2008 consultations. Lesser
claims that as well as disenfranchising people in caring roles “this lack of (formal)
recognition also discourages staff at mental health services from bringing carers into the
treatment loop”.38
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The Victorian Act does not provide an obligation to inform carers, who are reported to
lack information about psychiatric diagnosis, the impact and side-effects of psychopharmaceuticals, treatment options (and alternatives), involuntary status and community
treatment orders. The often damaging impact of failure to provide even the most generic
information is further discussed in Section 5.3.

3.4.3. Northern Territory Mental Health and Related Services Act
The Northern Territory Mental Health and Related Services Act (2004) was based on
“Model Mental Health” principles and emphasises the need for information for carers of
the person affected by the Act unless there are particular reasons for the exception of
this. Importantly, the Northern Territory has also instituted carer-specific legislation (the
Northern Territory of Australia Carers Recognition Act 2006) and an associated Carers
Charter. The Charter promotes the acknowledgement of carers in the initial assessment
of a consumer as well as in the planning and delivery of services. Furthermore carers‟
perspectives must be considered when decisions are made that impact on their caring
role. The legislation has led to further government directives to ensure departmental
compliance with the Charter.39 The NT Mental Health and Related Services Act also
contains specific provision for service provision to persons of Aboriginal or Torres Strait
Islander background, which has the potential to accommodate information sharing needs
that are culturally specific.

3.5.

The Limitations of Law

It appears as if differences in the content between state and territory mental health
legislation do not greatly impact on how confidentiality and information sharing is
practised across each state and territory. A greater barrier to ensuring consistent good
practice relates to professionals‟ misunderstanding, misuse or disregard of privacy and
confidentiality laws.40 Research indicates that mental health professionals place more
weight on ethical responsibilities to confidentiality than the law requires.41 (For
discussion regarding professional ethics and guidelines, see Section 6.)
The misunderstanding of laws leads to a restrictive interpretation of confidentiality
policies among the majority of professionals. That is, the withholding of even the most
general information about mental health service provision, let alone information relating
to discharge and other information directly relevant to the care-giving role. This trend has
been noted internationally, in the US42 and in the UK43.
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Relevant legislation is extremely difficult to comprehend, making it difficult for clinicians
to be aware of exceptions where information can be shared with carers and others.
Bernadette McSherry has found that there are “extraordinary complexities” in
understanding the various laws that cover confidentiality in mental health therapeutic
relationships.44 Professionals are expected to trawl through complex legal tapestries and
are given little by way of practical guidelines to ensure good implementation of laws.45
One legal professional stakeholder summarised it this way:
Mental health laws are incredibly confusing, and it is difficult to know where to
find the information you are looking for (even for a lawyer). As a result, many
professionals think they are not allowed to involve carers. [Mental health law
professional]
Perhaps because of this, „confidentiality‟ is sometimes used to avoid the complex ethical,
clinical and legal issues facing service providers when handling information about mental
health consumers, leading to failure to appropriately involve others. This especially might
be the case where professionals are constrained by limited resources – a point
highlighted by clinicians in our stakeholder interviews.
The ambiguity and confusion about laws may also contribute to a (largely unfounded)
fear of litigation, which forces professionals to, in many cases, simply say nothing.46 As
one legal professional stakeholder pointed out:
Mental health professionals tend to think that (a famous US case where a
clinician was sued for breach of confidentiality) constitutes law in Australia.
However Australian laws are not absolute - they enable disclosure at the
discretion of professionals, although there is no legal duty. For example, 64% of
mental health professionals believe they have a legal duty to disclose if someone
is at risk of harm, but they had a lack of confidence in their response to this
question. [Mental health law professional]
There is considerable confusion among service providers, carers and consumers about
how privacy and confidentiality legislation applies in practice. This also leads to
confusion amongst consumer and carer advocates. One stakeholder emphasised the
hugely “inadequate understanding of the laws”, stating that:
Legislation is very fragmented, for example there are state and Commonwealth
legislations as well as the Health Records Act – each with different policies.
Although many carers call for the law to change, it needs to be understood that
the (Victorian) Mental Health Act for example, actually has very reasonable
exceptions, which allow the clinician discretion. [Mental health lawyer]
Resolving the raft of tricky legal matters is made more difficult as there is no statute
(legislative) or common law (judicial) body specifically covering medical confidentiality.47
McSherry again has argued, “it may be of more practical relevance to concentrate on
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ethics training for health professionals to ensure justifiable decision-making, than to
expect the law to direct behaviour in relation to the disclosure of confidential
information”.48

3.6. Conclusion
While it is difficult to legislate for good judgment, legislation can be effective where it is
clear in listing exceptions to confidentiality and adequately protecting consumers‟ basic
rights to confidentiality. Just as important, it seems, legislation and policy documents
must be widely disseminated with systems in place to ensure they are properly enacted.
For a selected number of proposed policy and legislative changes, see Section 7.
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4.

Consumer Perspectives
Key Points:
The privacy of consumers is a basic human right.
Consumers are not necessarily unwilling to share
information. However, they believe that private
information should only be shared with their consent.
Information-sharing that occurs without consent can
lead to the deterioration of important therapeutic
relationships.
Consumers should be allowed greater ownership of
their information and participation in their own care and
treatment.

4.1

Privacy is a Human Right

In attempting to understand consumers‟ views on the issue of information-sharing, the
importance of an individual‟s privacy must first be acknowledged. The United Nations
Charter of Human Rights clarifies in Article 12 that “no one shall be subjected to arbitrary
interference with his privacy, family, home or correspondence, nor to attacks upon his
honour and reputation. Everyone has the right to the protection of the law against such
interference or attacks”.49 Therefore, disclosing personal information without consumer
consent may be considered contravening consumers‟ rightful access to the information
protection that is legitimately theirs.50 As stated by a mental health lawyer interviewee,
“You can‟t get around the fact that privacy is a human right”, and similarly, a private
sector consumer noted the importance of maintaining this right: “The rights of the
consumer are paramount, it must be respected that they may not wish to share
information”. The widespread failure to acknowledge this right to privacy is of utmost
concern to consumers.51

4.2

The Need for Better Legal Protection

An additional issue for consumers is that the conditions of privacy and confidentiality
legislations may fail to protect their rights. As discussed in the previous section, there
are many forms of legislation to be considered in the mental health sector, each with
different implications, and there is concern that confusion over legislation may impact
upon the protection of consumers‟ privacy and good information-sharing practice. A
49

United Nations General Assembly (1948). Universal declaration of human rights. Retrieved September
15, 2009 from http://www.un.org/en/documents/udhr/.

50

Privacy NSW (2004a). Best practice guide: Privacy and people with decision-making disabilities.
Sydney, New South Wales: Office of the NSW Privacy Commissioner.

51

New South Wales Consumer Advisory Group (2004). Issues paper: Privacy and confidentiality. Sydney,
NSW: New South Wales Consumer Advisory Group Mental Health Incorporated.

17

particular concern is the calls to increase the amount of information available to carers,
as explicated in a comment from one consumer:
According to Commonwealth and state health ministers, consumers have a right
to participate in their own care and with consumer consent the carer can be
involved too. All policies already allow carer involvement.
In their review of the Victorian Mental Health Act 1986, the Mental Health Legal Centre52,
states that while consumers are understanding of carers‟ situations, they believe that the
law allows carers more than enough information as it stands, and therefore do not
support any further exception to confidentiality legislation. Rather, the consumer
viewpoint is supportive of greater restriction in legislation, which should read that
information may only be shared without consent if it is necessary for the person‟s day-today care.53

4.3

Building a Therapeutic Working Relationship Between Consumers,
Carers, and Clinicians

In addition to the desire for basic human rights, there are many further reasons for
consumers‟ frustration at information-sharing that occurs without consent. Information
about an individual‟s mental health is extremely sensitive, and it is well known that in
some circumstances it can lead to the experience of discrimination and stigmatisation.54
A mental health lawyer interviewee elaborated on this point by explaining that “Even in
great relationships there is a limit to what consumers want to be disclosed…”. For
example, a consumer may not want their carer to know about their self-harm attempts,
or an employer to know their offending history due to their mental illness. The potential
effects of sharing information without consent were summarised by a private sector
consumer interviewee:
Sharing the wrong information, or too much information, can be damaging to
relationships. These relationships can be either therapeutic, or between
consumers and carers.
Where information-sharing does occur, some consumer advocates are concerned that
carers do not respect the sensitivity of information about their friend or relative. As one
consumer stakeholder interviewee stated:
With information comes responsibility. Consumers will be less inclined to share
information if their carer openly discusses it with others. Although the majority of
carers are respectful, there are some that are ruining opportunities for others.
When consumers are not assured of the confidentiality of the information they provide,
they are likely to be less open in their disclosures, which can pose significant problems
52
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within their therapeutic relationships.55 Furthermore, consumers report that informationsharing that occurs without their consent leaves them feeling disempowered, ignored
and undermined.56 A consumer consultant added that:
It must be remembered that any short term „advantage‟ that can come from acts
of coercion or deception can create long term barriers between that patient and
service providers for a long time to come.
Clearly, failure to maintain a consumer‟s confidentiality can have drastic ramifications
within their life, adding more difficulties to an already challenging situation.

4.4
Information-Sharing Should Only Occur with the Consent of the
Consumer
Given the potential consequences of poor practises for information-sharing, consumers
report that they would like to have control over their own information. It is important to
note that consumers are not necessarily unwilling to share information, however there is
considerable discomfort at the idea of a carer finding out information without consumer
consent.57 Alternatively, control over their own information may be beneficial to
consumer well-being. Many articles have noted that such control can lead to
empowerment through feelings of autonomy and increased self-esteem, which is
subsequently conducive to a stronger recovery.58 It is therefore the opinion of many
consumers that information should only be shared when the consumer gives permission
for the disclosure.59
A private sector consumer affirmed the importance of consumer control over information:
Good information-sharing occurs when the consumer is given the opportunity to
determine to whom, and to what extent, information can be shared, if at all.
While a consumer consultant further explained the benefits of consumer control over
information:
Keeping the consumer‟s participation in treatment decisions as full and
autonomous as possible – and to be able to more fully „own‟ the process – tends
to increase their commitment to the various stages and challenges in the
recovery process and, further, this is often claimed by consumer advocates to
enhance the person‟s progress.
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Although consumers would like more control over their information, they do understand
that there may be times when they lack the capacity to make important decisions about
their care. In such cases, it is important for the service provider to assess the type of
decision to be made, and the kind of support that is available for the consumer, rather
than declaring on the basis of their illness that the consumer lacks the capacity to make
the decision.60 In times of a true incapacity, consumers are quite supportive of the use of
advance directives, with approximately 64% believing them to be good practice.61 The
support for written decisions about care and information-sharing was further
substantiated in stakeholder interviews:
One of the quickest ways to find out a consumer‟s thoughts about informationsharing is to ask them to complete a form on admission that covers who their
carer is, and the extent to which they want them involved. If the consumer is too
unwell at the time of admission, the form is revisited two days later, and
continually reviewed over time and with further admissions. [Private sector
consumer]
It should be a legal requirement that consumers are given the opportunity to
create an advance directive. These would help everyone to understand their
roles and improve communication. [Mental health lawyer]

4.5

Conclusion

In conducting the literature review for this section, it became obvious that there is a
remarkable lack of information addressing the consumer perspective on the issue of
privacy and confidentiality. This review relies on only a handful of available references,
however interviews with consumer stakeholders served well in further elucidating
concerns of mental health consumers. The primary concerns of consumers include the
lack of respect for their basic human rights, and the legal protection of their privacy.
Consumers also asserted that they would like greater control over who has access to
their information, and would like the opportunity to develop advance directives to ensure
that their wishes are upheld during times of distress. It was indicated that enhanced
consumer participation in developing best practice guidelines and mental health
legislation is essential.
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5.

Family / Carer Perspectives

Key points:
Many mental health service providers often see
family as being of little importance (or worse, an
impediment) in consumer recovery and
consequently exclude carers from service planning
and provision.
Acknowledging and having an in-depth knowledge
of the care context creates a positive therapeutic
relationship and is conducive to better recovery for
consumers.
Poor information provision to carers adds to what is
already a distressing experience, leading to feelings
of anger, frustration and disempowerment.
It is important that carers are „kept in the loop‟ given
that they are such a vital part of support structures
for consumers and contribute valuable knowledge
and experience to assist in the consumer‟s
treatment.

5.1

Background: Current Situation and the Need for Change

Literature shows that increasing the involvement of family / carers in the mental health
system is one of the greatest areas requiring development.62 Despite the emphasis that
Australian mental health policy documents place on collaboration with carers, they are
generally expected to undertake the caring role with little education or support.63
Meeting the information needs of carers is an issue that is particularly urgent. 64 This is
confirmed by a NMHCCF survey on confidentiality and information sharing, which found
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54% of carer interviewees felt they were not given the information and support they
need.65
This section will examine some of the major issues facing carers in their experience of
confidentiality and information-sharing in mental health services. It considers three areas
of concern: (1) barriers to positive information-sharing with carers, (2) the impact of poor
confidentiality and information-sharing practices, and (3) the rationale for positive
information sharing practice.

5.2

Barriers to Positive Information-Sharing

5.2.1

Systemic Culture of Excluding Families

Literature reveals a systemic culture that excludes family / carers, with professionals
often perceiving them as an impediment to service provision rather than allies in the
recovery process66. This creates a dissonance between the Australian policy concept of
family-as-partner (where families are viewed as partners in care) and the professional
response to carers, which results in a continued lack of involvement of carers in mental
health service planning and delivery. The culture of exclusion and the use of
„confidentiality smokescreens‟ is elaborated upon in the next section. One carer
interviewee even identified a systemic practice of “pathologising families so clinicians do
not even think that families deserve any help.”
Another interviewee recounted the following to highlight this point:
A mother rang the psychiatric inpatient unit to ask about her daughter‟s health.
The response was: „she is an adult now‟ (the daughter was just 18). „We don‟t
have to tell you anything‟. (It was not even clear whether the daughter had been
asked or whether or not she wanted her mother informed). The mother was
extremely upset and disturbed by this, and by the continuing failure to give her
any information at all during months of her daughter‟s treatment... Eventually, this
mother needed psychiatric treatment for her own anxiety. [Carer advocate]

5.2.2

Failure to Identify Carers

It has been reported that the conceptual ambiguities about the „carer‟ can make it difficult
for professionals to involve the consumer‟s significant relatives and friends in service
provision (for example, do carers include young people, partners, neighbours, siblings
etc.?).67 Poor information-sharing from the outset can mean that carers are not identified
and supported in their role. One carer stakeholder recounted a story about carers who
were ignored at the beginning of a consumer‟s service use:
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The consumer was threatening suicide. He asked his carer and girlfriend to take him
to a psychiatrist where the consumer was seen alone. Carer and girlfriend were
totally ignored and they were left without any knowledge of what to do to help.
Carers‟ legislation has been mentioned as a means of defining carers and for better
protecting the social and citizenship participation of families and other carers more
generally (see Section 7).

5.2.3 Carer Confidentiality
A number of carer stakeholders expressed concern that consumer confidentiality is
respected while the confidentiality of carers is (often) disregarded. One stakeholder
interviewee shared a story to express this concern:
A mother rang the psychiatrist to inform him that her daughter was becoming
aggressive, explosive and angry with her parents and her siblings. The mother
was becoming frightened and wanted the psychiatrist to consider admitting her
daughter to hospital. The psychiatrist then told the girl that her mother had rung
and repeated everything the mother had said. The girl was furious with her
mother and endlessly berated her, to the point where the mother almost had a
breakdown herself. This example shows complete insensitivity to what was
happening in the family home; such insensitivity escalated an already tenuous
situation and resulted in the police having to be called and the girl taken
involuntarily to hospital. [Carer advocate]
This story demonstrates the issue of confusion around what carers can expect from
clinicians regarding their own confidentiality. It also relates to the clinician‟s lack of
understanding of the home and family context.

5.2.4 When Consumers Do Not Consent to Disclose Information to Carers
While carers are an extremely diverse group, carer advocacy groups generally accept
the consumer‟s basic right to withhold consent to disclose personal information. They do,
however, emphasise that withholding consent may have a significant impact on the level
of support that carers can provide.
Sometimes it is clearly not appropriate to share information with carers. As one of the
consumer stakeholder interviewees stated, “if the person is a consumer as a result of
carer abuse then that carer should have no right to participate in their care (if the
consumer refuses consent)”. There are also instances where no abuse has occurred
and still a consumer refuses consent to share certain information with carers (i.e. due to
increased independence). When such a situation arises, carers are arguably
disadvantaged by service providers being ill-equipped to deal with families where a
consumer does not agree to disclosure of information. (For best practice and
recommendations for professional response to consumers not consenting to disclose
information, see Section 7 as well as Appendix D.)
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5.2.5 Alternative Cultural Values
It is an Anglo-Celtic cultural and philosophical tradition that excludes family from
decision-making around the health (physical or mental) of an individual family member.
As Szmukler and Bloch have written, “(a) central difficulty is that medical ethics in a
traditional Western sense is concerned with the individual”.68 The impact of this tradition
is clear when we compare Australia‟s service provision and policy framework with New
Zealand‟s, whose model of carer involvement at strategic and care planning levels was
largely influenced by the strong family traditions of the Maori community.69 The cultures
around the world that do not share Anglo-Celtic cultural heritage are well represented
within the Australian community.70 This potentially poses difficulties for Indigenous and
many culturally and linguistically diverse (CALD) families, although literature in this area
is scant.

5.3 Impact of Excluding Families and Other Carers
5.3.1. Reducing Carer Wellbeing
It has been found that carers often experience a lack of confidence, skills and
organisational backing when they engage mental health professionals.71 The general
experience of families entering the mental health system is one of despair, shame,
hopelessness, helplessness, alienation, isolation and discrimination.72 Wynaden and
Orb‟s Australian study surveyed 27 people identifying as primary carers, all of whom
reported a lack of engagement by staff, leading to distress and frustration.73 Poor
information provision was found to „induce feelings of isolation, anxiety, depression,
resentment at the service user, anger and fear‟ 74. This adds to what is already a difficult
time in the lives of many families who report experiencing “significant feelings of loss,
grief, isolation, failure and chronic sorrow which lower self esteem and make it even
more difficult to ask for help and information”75.

5.3.2 Compromising the Carer-Consumer Relationship
Some studies even suggest that the frustration caused by poor information sharing
conflates into a „culture of blame‟ between the carer and consumer.76 One carer
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stakeholder expressed frustration about the conflict arising from poor information
sharing:
Clinicians work in such a way that they turn consumers and family members against
each other because they often see families as the problem. The barriers to be
overcome then become huge.
The controversy around issues of privacy, confidentiality and information-sharing
cause clear tension between consumer and carer advocates. Some mental health
consumers / psychiatric survivors have been sceptical of family involvement in the
recovery movement. Indeed, a number of consumers report feeling the controlling and
paternalistic experiences of their own families, as well as broader family advocacy
organisations77. Quite often it is the lack of information and strategies for supporting
the consumer that causes families to potentially hinder their relative‟s recovery.
However as Baker identifies, “most people who are in extreme distress want the love
and support of their families and most families want to be helpful in a caring way”.78
The NSW Consumer Advisory Group (CAG) highlights the importance of providing
support for families in its issues paper on privacy and confidentiality. The third guiding
principle for the report identifies that “support for families and carers is vital”.79

5.4 Outcomes of Good Information Sharing with Families
A large evidence-base suggests that the support needs of consumers and carers are
interdependent and that providing support and education to families / carers correlates
directly with health benefits to consumers.80 For example, there are educational
approaches to inform families of people diagnosed with schizophrenia that are
associated with a reduced relapse rate and potentially better family coping and
resiliency.81 In addition, greater carer involvement in, and understanding of, consumers‟
situations has been shown to facilitate better recovery for consumers.82 There are
numerous other examples where family-sensitive service provision is associated with
better outcomes for consumers and greater satisfaction for clinicians.83

5.4.1 Open and Effective Dialogue
One carer interviewee recounted the following story about an effective informationsharing scenario where the clinician initiated open dialogue:
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The clinician called in the consumer and his mother. The clinician told the
consumer that his mother needed help in understanding his illness so that she
could be helpful, and not do things that might hinder his recovery. The clinician
also told the consumer that certain information that the consumer wanted to be
kept private would be, and that his mother understood his need for privacy with
his clinician.
It is also important to note that providing carers with recognition and respect requires not
simply the opportunity for them to seek advice but also, importantly, to convey
information to services. Where possible, carers require an information flow, where their
perspective is duly considered. Indeed, the experience of having services provided „to‟
carers rather than „with‟ them, means that carers experience services as disempowering
and paternalistic.84 On the other hand, a dialogue ensures carers are involved in
information-sharing in an inclusive manner.
One carer stakeholder recounted an example where a case manager, consumer and his
father, along with a carer consultant, met to work out how to manage money demands
on the father. The father‟s needs, wishes and frustrations were all aired within a „safe‟
environment and a compromise position was reached successfully.

5.5 Conclusion
Families, friends and partners can play a vital support role in a consumer‟s recovery and
should be naturally incorporated within service provision. Yet traditionally, carers have
not been given adequate information or strategies to assist them in their role. Needless
to say carers need certain information so they can access services and attain their
entitlements; make significant decisions about their own lives and that of their families;
and most importantly, contribute positively to consumer recovery.
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6.

Professional Ethics, Guidelines and Issues

Key points:
Professional ethics guidelines provide little advice to
clinicians about information-sharing with carers.
From clinicians‟ perspectives, key barriers to
information-sharing include the consumer withholding
consent, concerns about losing the consumer‟s trust,
and fears of legal consequences.
Clinician stakeholders agreed that more training is
needed.

6.1

Professional Bodies’ Guidelines

Within the public mental health system, clinicians usually work in multidisciplinary teams.
Each profession is governed by separate guidelines or codes of ethics as mandated by
its College, Association or other professional organisation. It should be noted that many
members of these professional associations, particularly psychiatrists and psychologists,
work privately rather than in the public mental health system. Perhaps as a
consequence, the guidelines tend to focus on working one-on-one with individual clients
in a private setting rather than on working with consumers and their carers within a
negotiated framework. The following professional codes are examined here:
The Royal Australian & New Zealand College of Psychiatrists (RANZCP) Code of
Ethics (2004)85
The Australian Psychological Society (APS) Code of Ethics (2007) and Ethical
Guidelines (6th ed.) (2004)86
Australian Association of Social Workers (AASW) Code of Ethics (2nd ed.)
(1999)87
Australian Nursing and Midwifery Council (ANMC) Code of Ethics for Nurses in
Australia (2008) and Code of Conduct for Nurses in Australia (2008)88
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nd

ed.) Canberra: Australian

Australian Association of Occupational Therapists (OT Australia) Code of Ethics
(2001)89

6.1.1 Commonalities
Generally the guidelines emphasise the protection of consumers‟ information and the
circumstances, particularly legal obligations, under which clinicians may breach
confidentiality. Each set of guidelines contains standards or principles regarding privacy
and confidentiality, which all share some basic features: they each instruct professionals
to maintain consumers‟ confidentiality, and each qualify this with a statement to the
effect that confidentiality is not absolute, listing three circumstances in which
confidentiality may be breached:
1) For the purpose of preventing harm (to the consumer or others);
2) In compliance with legal obligations, such as a court subpoena; and
3) With the consent of the consumer.
Further guidance given by the various organisations includes:
Information obtained from sources other than the consumer is subject to the
same principle of confidentiality as that obtained from the consumer (RANZCP).
Consumers should be informed about confidentiality and its limits as part of the
process of obtaining informed consent at the start of a therapeutic relationship,
and again as necessary (APS; RANZCP).
Provision of a professional service to consumers may require that information be
shared among relevant others including professionals and family members (APS;
ANMC).
Clinicians will ascertain to whom consumers wish their information be given or
not be given, and in what detail (AASW). Written consent from the consumer
should be obtained indicating to whom information can be disclosed, under what
circumstances and which information can be released (APS).

6.1.2 Limitations
Virtually no guidance is given in any of these professional guidelines about
sharing appropriate information with consumers‟ families or carers.
It is unclear whether consumers and carers were consulted during the
development of the guidelines.

6.1.3 Inconsistencies
Little conflicting guidance could be discerned between the various professional codes.
Their main inconsistency was the extent to which they addressed the issues, rather than
the provision of conflicting advice.
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6.1.4 Comparison Between Professional Guidelines and Policy and Law
An in-depth analysis of the similarities and differences between the professional
guidelines described above and the various laws and legislation that govern mental
health services is beyond the scope of this paper. Instead, an example of a broad area
of agreement and an example from one jurisdiction of a key inconsistency are described
here.
An obvious area of agreement between the professional guidelines and the laws and
legislation described in the Policy and Law section of this paper (see Section3) is the
three circumstances in which confidentiality may be breached: to prevent harm, in
compliance with legal obligations, and with the consent of the consumer.
The most striking point of difference between the various professional guidelines and
Section 120A of the Victorian Mental Health Act is that the Act allows information to be
disclosed to carers “if the information is reasonably required for the ongoing care of the
consumer”, even if the consumer does not give consent.90 Disclosure of information
under these circumstances would constitute a breach of the Social Workers‟ (AASW),
Psychologists‟ (APS) and Occupational Therapists‟ (OT Australia) Codes of Ethics, since
these Codes all stipulate that consumers‟ consent must be obtained in order to share
private information (with the exceptions of the duty to warn and as required in legal
proceedings). The Psychiatrists‟ (RANZCP) Code of Ethics neither explicitly permits nor
prohibits this type of information-sharing since it does not refer to consumers‟ consent
(except to say that it should be obtained in order to share clinical information with
colleagues). The Nurses‟ (ANMC) Code of Ethics does not specifically prohibit this type
of information-sharing, and directs nurses to “conform to relevant privacy and other
legislation”.
In this latter example, it could be argued that, although service providers have legal
grounds to share necessary information with carers (with or without consumers‟
consent), they cannot be expected to do so as long as it is not articulated within and
supported by their professional ethical codes.

6.2

Clinicians’ Perspectives on Privacy and Confidentiality in Practice

The basis for the development of professional guidelines concerning confidentiality
discussed in Section 6.1.1 is that confidentiality is crucial for the clinician-consumer
therapeutic relationship. Threats to confidentiality jeopardise the quality of the
information exchanged between clinician and consumer and the mutual trust necessary
for effective therapy. Indeed, clinicians have long regarded confidentiality as the
cornerstone of the helping relationship.91
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Few researchers have examined clinicians‟ perspectives on sharing information with
families.92 Even fewer have examined clinicians‟ understanding and implementation of
professional codes of ethics, policy and legislation. Key issues from clinicians‟
perspectives identified from the literature mostly arise from difficulties in implementing
the ethical guidelines, and are described in the following sections. Key issues that arose
from the key stakeholder interviews with clinicians are also described below.

6.2.1 Balancing Consumers’ Right to Privacy with Carers’ Need for
Information: Comments on Professional Guidelines
Balancing the consumer‟s right to confidentiality with the carer‟s need for information
forms perhaps the biggest issue within the literature on clinicians‟ perspectives on
privacy and confidentiality. Unfortunately, clinicians are given little or no guidance in
these matters from their professional Codes of Ethics. One stakeholder noted that the
biggest challenge for clinicians in implementing professional ethical guidelines is:
The balance between the rights of the consumer to ensure that their
private information is kept confidential and the need to involve others in
their care in order to work toward recovery. Ethical guidelines need to
address this balance but they don‟t! [Ex-Chief Psychiatrist]
Another noted the limitations of guidelines:
Although there is a role for guidelines, etc., I don‟t think they have an
enormous impact on individual [clinicians]. It‟s individual [clinicians] taking
into account the particular circumstances of the [consumer] that makes a
difference. [Medical advisor with RANZCP]
The same stakeholder went on to comment that ethical guidelines do not reflect the shift
in mental health practice toward recognition of carers:
Psychiatrists are very Mindful of the fact that the work they do depends on
privacy and confidentiality; this is the cornerstone of psychiatry, and
underlies all clinical practice. So, privacy and confidentiality is our starting
point; our focus is much more on protecting patients‟ privacy than focusing
on their families‟ needs. This is not in the ethical guidelines because our
focus is on the person who we are treating. However, there is a shift
happening, and focusing on carers‟ needs is becoming much more
prevalent. [Medical advisor with RANZCP]
An alternative approach to professional Codes of Ethics is to develop workplace policies.
Two studies in the UK asked professionals about policies and guidelines in their
workplace. Almost half of professionals surveyed reported that their service had a policy
about sharing information with carers. Among those with policies, the majority found
them very helpful or quite helpful (82-86%).93 We could find no equivalent survey of
Australian mental health workers, so it is not known if the situation is similar here.
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6.2.2 When Consumers do not Consent to Disclosure of Information
Even more challenging, though somewhat less frequent an issue, is managing
information-sharing with families when consumers do not consent to the disclosure of
their information.94 Clinicians sometimes face the dilemma of respecting the consumer‟s
wish that information not be shared and trying to reconcile this with their own
professional judgement that family involvement would be beneficial.95 One UK study
found that consumers withholding consent was the clinician‟s primary reason for not
sharing information with carers.96 It was also listed as the biggest barrier to effective
information-sharing by one stakeholder (a medical advisor with RANZCP).

6.2.3 Concerns about Losing Consumers’ Trust
As a consequence of their desire for good therapeutic relationships with their clients,
clinicians may worry that disclosing information to carers will compromise the
consumer‟s trust, especially when this has been difficult to achieve.97 As one stakeholder
noted:
If the therapeutic relationship between consumer and clinician is tenuous,
the worker needs to work hard to maintain the client‟s engagement. Any
innocuous contact with the family may be seen as a threat by the client.
This is a real problem, especially for clients who have paranoia or
delusions about people around them including their family. Workers are
focused on the client‟s potential reaction. This needs to be recognised [by
carers] as a worrying dilemma. [Manager of a family mental health service]

6.2.4 Fear of Legal and Professional Consequences
An issue that arose from both the literature and stakeholder interviews was clinicians‟
concerns about the legal and professional consequences of sharing information with
carers. Fear of litigation has been cited within the literature as a major reason given by
clinicians for withholding information from carers.98 A UK study found that concerns
about being sued – together with concerns about losing the consumer‟s trust, as
discussed earlier – lead to clinicians finding it easier and safer to say nothing to
carers.99 It has been acknowledged that litigation following inappropriate disclosure of
consumer information is actually rare.100
94

Szmukler & Bloch (1997), op. cit.

95

Chen, F. (2008). A fine line to walk: case managers‟ perspectives on sharing information with families.
Qualitative Health Research, 18, 1556.

96

Slade et al (2007), op. cit.

97

Chen (2008), op. cit.

98

Leggatt & Furlong (1996), op. cit.

99

Gray et al (2008), op. cit

100

McMahon, J., Hardy, J. & Carson, R. (2007) Identifying the carer project. Final report and
recommendations for the Commonwealth Department of Health and Ageing. Retrieved June 30 2009
from: http://www.drinkingnightmare.gov.au/ internet /main/publishing.nsf/Content/mental-pubs-i-carertoc

31

Fear of litigation was cited within stakeholder interviews as a significant barrier to
information-sharing, and as a common and unwarranted problem. One professional
stakeholder summed up the issue:
In my experience...litigation doesn‟t happen! Those cases where
practitioners are being sued are about not sharing information; other cases
have been about sharing information with inappropriate people such as
lawyers and police. So, practitioners‟ fears do not reflect reality. Litigation
doesn‟t happen when information is shared with primary carers, or with
other health/community services. Fear of being sued is what causes
paralysis among clinicians. Part of what underlies the fear of litigation is
that there are a multiplicity of policies and legislation – this causes the
thinking, “I‟m not going to disclose because I‟m going to get sued.” [ExChief Psychiatrist]

6.2.5 Need for Training
Training of mental health clinicians is oriented towards maintaining consumer
confidentiality rather than information-sharing. In a UK study by Gray and colleagues,101
clinicians reported that shortcomings in their training and lack of awareness of carer
rights created uncertainties when managing information-sharing with carers; that some
clinicians were uncertain how far they could involve carers, even in scenarios of risk; and
that clinicians have expressed the need for training in confidentiality and carer rights.102
All professional stakeholders interviewed agreed that further training is needed for
clinicians. One noted, “There should be ongoing education – supervision, peer review
groups, and involvement of consumers and carers in training programs.” Another
commented:
Training for clinicians is necessary but not sufficient. Stand-alone training
in confidentiality, like many other topics, will not shift clinicians‟ practice.
Clinicians also need support and organisational endorsement [of good
information-sharing]. Training should be offered as part of a package; by
offering „privacy and confidentiality training‟ there‟s a danger in
privileging it and making it into more of a negative issue than it really is.
For example, it could be incorporated into a training package about
working with families. Undergraduate training could incorporate the value
of good information-sharing and provide examples of different ways of
managing confidential information. [Manager of a family mental health
service]

6.2.6 Barriers to Information-Sharing
Stakeholder interviewees listed several significant barriers to effective informationsharing with carers:
A culture of treating the individual
101
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Two stakeholders mentioned that the mental health system‟s culture of working with
consumers as individuals to the exclusion of others involved in their care was a major
issue and a barrier to good information-sharing. “The default position is individualfocused, as though the person is in a bubble – this is not suited to working with serious
mental illness, especially where there‟s decreased ability to function; this notion is
ineffective. It‟s a cultural issue. Cross-culturally it‟s much less of an issue than in
Australia.”
Clinicians‟ lack of confidence
One stakeholder considered the biggest barrier was clinicians‟ lack of confidence: “An
issue underlying clinicians‟ lack of information-sharing is their discomfort or anxiety in
working in a situation other than one-on-one, individual sessions. Many clinicians lack
confidence working with a group of people at a time, and a key flag that this may be the
case is when they cite reasons of confidentiality as a reason to not do this.”
Time pressure
Insufficient time, large workloads and under-staffing were mentioned by two
stakeholders as key barriers to good information-sharing. As one noted:
Many case managers with workloads of 30 or more are under pressure by
their organisation to keep things simple, and be reactive in their work with
clients. These clinicians may think, “Why would I open a can of worms? I‟ve
got enough on my plate with this client‟s problems, I don‟t need their parents‟
problems too.” [Manager of a family mental health service]
Misunderstanding of relevant laws
As one stakeholder noted, “Section 120A [of the Victorian Mental Health Act (1986)] is
widely misunderstood – this prevents [consumers] from getting proper care.” Another
noted that there are “daily issues in interpreting legislation” for clinicians.
Fear of litigation
See Fear of legal and professional consequences (section 6.2.4).
Consumers not consenting to information-sharing
See When consumers do not consent to disclosure of information (section 6.2.2).
Service-level problems
Stakeholders identified service-level barriers to information-sharing. A common theme
was the lack of organisational endorsement for individual clinicians to share information
with carers. Another was the practical difficulties faced by clinicians who do practice
good information-sharing. For example, “you may have clearly documented a privacy
and confidentiality agreement in a client‟s file – you may have even put a huge note on
the front cover warning staff not to disclose any information to a certain person – but
how‟s the receptionist at the busy front desk supposed to know about that when
someone calls?” (Chair of an ethics and complaints panel for a professional body).
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6.3

Conclusions

Clinicians are provided with little guidance about how to share information with carers
from their professional ethical guidelines. It was widely acknowledged that the training
given clinicians neglects the topic of information-sharing, focusing as it does on an
individual treatment culture which emphasises maintaining consumer confidentiality.
Clinicians cited several barriers, at service-level and the individual level, both unfounded
fears and genuine dilemmas, each of which appears to contribute to clinicians‟ hesitancy
to disclose information to carers.
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7.

Best practice: Possible Ways Forward
Key points:
There is a need for a cultural shift towards the tripartite
approach to treatment.
Several changes can occur at the service level which
may help to foster the desired culture (e.g., staff
education and support, increased communication about
information-sharing between consumers, carers, and
clinicians, written agreements about information
management).
Although legislative change is not essential to achieve
good information-sharing practice, consideration of
international legislatures may be worthwhile.

7.1

Cultural Change

The overarching conclusion in relation to best practice concerning privacy and
confidentiality is the need for a cultural change in the mental health system. In particular,
rather than a culture predicated on professional judgments and exclusions, the culture
should reflect the importance of information-sharing by working toward a tripartite model
of treatment collaboration. More specifically, professionals should aim to work with both
consumers and the individuals who are of significant support to the consumer.103 The
remainder of this section will discuss best practice options and recommendations at
service level and legislative level that may lead toward the desired cultural change.

7.2

Staff Education & Training about Information-Sharing Policies

A prominent theme throughout the literature and interviews with consumer, carer, and
clinician stakeholders was the need for greater understanding of current legislation by
clinicians. As explained throughout this issues paper, the laws are quite accommodating
and permit discretion to clinicians, however the common withholding of important
information suggests that clinicians may not understand this.104 Numerous papers and
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guidelines advise that clinicians require comprehensive training on privacy policies105,
which was echoed by the following stakeholder:
Better staff training in information provision would help, including intensive work
on how to use the privacy and confidentiality provisions in a flexible and
consumer-empowering way. [Consumer Consultant]
This training should equip professionals with an understanding of their obligations
regarding information-sharing, and the ability to give clear reasons for their decisions
(e.g., whether it is for therapeutic or legal reasons).106 The training should also provide
real life examples, and ongoing sessions to discuss difficult issues that have arisen.107
One stakeholder elaborated on this point:
Further education and training could involve, for example, giving scenarios for
clinicians to work through. There needs to be more written material available; it
needs to be added into postgraduate curriculums for all disciplines; and the
RANZCP guidelines could be added to. [Ex-Chief Psychiatrist]

7.3

Organisational Support for Workers

While training on privacy and confidentiality policies is viewed as potentially beneficial,
clinicians also require further support in effecting change toward improved informationsharing practice. As explicated by a manager of a family mental health service:
Training for clinicians is necessary but not sufficient. Stand-alone training in
privacy and confidentiality, like many other topics, will not shift clinicians‟
practice. Clinicians also need support and organisational endorsement of good
information-sharing. [Manager of a family mental health service]
Such support firstly involves normalising the concept of information-sharing, for which
interviewees provided the following suggestions:
Normalising the notion of family involvement in care. For example, having
posters about this in the waiting area, having a standard spiel for initial sessions
to explain this concept („Part of the way we work here is to have family
involvement‟). [Manager of a family mental health service]
Good information-sharing is when implemented strategies to achieve active and
meaningful family involvement occur as part of everyday routine treatment, and is
not considered „something extra‟. [Carer Consultant]
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The literature provides further ideas on how clinicians can be assisted in good
information-sharing practices. For example, in New Zealand, clinicians are supported by
a free privacy helpline run by the New Zealand Privacy Commissioner that delivers
guidance tailored to the situation, and many services have an in-house privacy expert
who can offer staff a second opinion.108

7.4
Discussion about Privacy, Confidentiality & Information-Sharing at
Initial Engagement
Once clinicians are understanding of policies and receive support in information-sharing
practices, it is necessary to consider the most effective ways to foster a tripartite
relationship between consumers, carers, and clinicians. The literature consistently
recommends that clinicians have an in-depth discussion with consumers regarding
confidentiality and consent to disclose information at the earliest possible opportunity,
when the consumer is not acutely ill. This discussion should cover the circumstances
under which consent is required and the benefits of including carers, such as additional
support and help in identifying early warning signs.109 Interviewees gave further insight
into the type of discussion that should be conducted at the beginning of treatment:
Addressing information-sharing at the beginning of treatment; discuss why
information would be shared, with whom information can and cannot be shared,
what information can and cannot be shared, whether family members can be
invited into sessions or contacted via phone. [Manager of a family mental health
service]
It is well established that active involvement of family/carer in the provision of
psychiatric treatment substantially improves prognostic outcomes in the disorder.
A rationale for this must be provided so all parties understand why informationsharing is so important. [Carer Consultant]
A mental health lawyer emphasised the advantage of this approach:
Giving consumers clear, upfront information about the limits of confidentiality can
increase confidence and trust in the service provider, and can also ease the
consumer‟s anxiety around how information will be used, potentially leading to a
less aversive experience of the mental health service. [Mental health lawyer]
If consumer consent is not attainable, the clinician may negotiate for restricted conditions
of disclosure.110 This routine collection of consent should ideally occur as part of the
initial assessment on admission, with regular revisitations to see if the consumer has
changed their Mind.111
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When a consumer refuses to consent to their family being involved, staff are
required to keep on asking them in order to find out why consent is not being
given. [Carer Consultant]

7.5

Building a Working Tripartite Relationship

Gaining consent to involve carers in the consumer‟s care and treatment is the first step
in developing the tripartite relationship, however this relationship requires maintenance.
The literature suggests that good information-sharing practice requires that consumers,
carers, and clinicians work together towards the best interests of the consumer with
suggestions that clinicians may benefit from training on how to work in effective
partnership with consumers and carers.112 Additionally, some interviewees suggested
that consumers and carers may benefit from being educated on each other‟s
experiences:
Good information-sharing involves open and frank discussion in the community,
and two-way education for consumers and carers. Carers need to understand the
impact that their comments can have on consumers, and consumers should
understand the strain that carers can go through in having to do something
against someone‟s will. [Public sector consumer]
Good information-sharing requires an understanding of each other‟s
perspectives. Carers need to understand consumers‟ concerns about privacy,
however carers also need support for when they do not receive information.
[Mental health lawyer]
Having the client tell the family in session what it‟s like to experience certain
symptoms, like how they feel when they hear voices. That‟s more informative to
families than just giving them a brochure. [Manager of a family mental health
service]
Other interviewees emphasised the need for greater communication and collaboration in
general:
Clinicians routinely elucidate and support clients and their family/carer in effective
communication and problem analysis techniques to increase their capacity to
manage environmental stresses and achieve better health outcomes. [Carer
Consultant]
The three parties should come to an agreement on the principle of why
information is communicated, how it is to be done, and what sorts of information
do and do not need to be shared. [Ex-Chief Psychiatrist]
Put them into a room and make them talk to each other! These are complex
issues, we can‟t just say, “Do these three things and it will all work out”. It all
depends on the particular circumstances. [Medical advisor with RANZCP]
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These recommendations align well with the practice of Behavioural Family Therapy
which is a type of psychoeducational program for consumers and their families currently
being trialled in Victoria under the title of Building Family Skills Together. Similarly,
another program entitled Multiple Family Groups (MFG) involves several families,
including the consumers, meeting regularly to learn good communication and problemsolving skills. These groups have been conducted in various services in Australia. In
their 2006 study, Bradley and colleagues113 found that multiple family groups had
significantly lower relapse rates, lower ratings on the Brief Psychiatric Rating Scale and
improved vocational outcomes.

7.6

Best Practice When Consumers Refuse Consent

As the primary challenge of working effectively with carers occurs when consent to share
information is not attained, the majority of best practice literature focuses on this
scenario. In order to achieve good practice, clinicians must first understand that carers
have rights even when there is not consumer consent to share. According to legislation
and the literature, regardless of consent status carers are entitled to receive general
information about the consumer (which is discussed in greater detail in Section 7.7).
Slade et al.114 have developed a best clinical practice framework for when consumers
refuse consent to share information (see Appendix D). This includes the clinician
exploring the decision with the consumer, liaising with the carer, and discussing potential
consequences with the consumer. The clinician then exercises clinical judgment,
considering the known consumer views, before deciding to share some or all
information.
When consent is refused, carers should have access to appropriate supports, including:
assistance and guidance from staff; an annual assessment and care plan based on their
own caring, physical and mental health needs; carer information packs; and carer
education (e.g., managing difficult behaviour, access to local resources and peersupport networks).115 These supports are considered necessary because, as explicated
by a carer consultant:
It takes more than one session and a few brochures, for families to really grasp
the manifestations of mental illness. [Carer consultant]
To ensure that carers are consistently provided with sufficient knowledge and support to
provide care, it has been suggested that clinicians may benefit from “carer training”,
which may be best led by consumers and carers themselves.116
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7.7

Disclosure of Essential Information

In order to explain to consumers and carers the conditions under which consent is
required to disclose information, there is a need for clear understanding of the distinction
between general and personal-specific information by all parties. The literature defines
general information as “information that supports carers in their role, without providing
new details specific to the service user”, while personal information is understood to be
“new and specific to the service user”117 Importantly, it is also noted that whether
information is general or personal is case-specific.118 These definitions of the types of
information emphasise that support and some information can be provided to carers
without patient confidentiality being broken, with some common examples in the
literature listed as the type of mental illness, medication and side-effects, likely course
and outcomes, expected behaviours, and an understanding of the care plan.119
Interviewees also stressed the importance of understanding these distinctions:
The idea of what is confidential information, and what is general information that
can be shared, needs to be much better understood and practised. [Carer
Consultant]
Good information-sharing should include the disclosure of essential information
such as the symptoms of early warning signs of relapse, specific risks in the
individual care plan, information about the client‟s treatment plan. It does not
have to include any private information about the client that does not have direct
impact on the treatment plan… Even when a patient does not consent to
communicating with their carer, good information-sharing means that you tell
them that we still need to disclose the essential information to the carer. [ExChief Psychiatrist]

7.8

Written Agreements about Information Management

An additional practice that is integral to good information-sharing involves planning for
potential fluctuation in the mental state of consumers.120 One stakeholder identified the
type of agreement that ought to be made:
In advance of a crisis, form an agreement with all parties about the
circumstances in which confidentiality can be breached – much like forming an
advance directive – in the event of a crisis. [Medical advisor with RANZCP]
Another identified a method of recording such an agreement:
(An example of good information-sharing involves) filling out a form on admission
that covers 1) who is your carer?, 2) do you want them involved?, 3) to what
extent do you want them involved (tick box options)?. If the consumer is too
117
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unwell at the time of admission, the form is revisited two days later, and
continually reviewed over time and with further admissions. This form is currently
being used in some private hospitals. This clarifies permissible informationsharing for all parties involved, and is a very simple way to overcome barriers to
good information-sharing. The consumer‟s wishes are written in black and white
for everyone to see, and refer to. [Private sector consumer]
Similarly, the literature advocates that all consumers should routinely be required to
develop an advance directive with their clinician and carers (if agreed), to be subject to
continuous review and development.121 An advance directive enables the consumer to
indicate how they wish to be treated for their illness if their decision-making ability
becomes impaired.122 Advanced directives serve the important function of ensuring that
a consumer‟s wishes are being upheld to the fullest extent possible, and that their
information is being treated in a respectful manner, even when the consumer lacks the
capacity to make decisions regarding their own care.
Advance directives do not presently have legal recognition in Australia. If this were to
occur, there would be great need to inform consumers, carers and service providers
about their legal status. Undoubtedly the many issues around advance directives are
beyond the scope of this paper. Certain questions will no doubt need to be resolved,
such as whether or not there is an allowance for clinical discretion in extremis, since not
all circumstances can be anticipated in advance. A pro-forma of what an advance
directive might look like has been developed by the Victorian Mental Health Legal
Centre.123

7.9

Possible Ways Forward in Legislation

Although it is widely acknowledged in the literature that legislative change is not
necessarily required in order to achieve good practice,124 there is some scope to
potentially improve current legislative provisions. Scotland‟s 2003 Mental Health Act
established a (Named Person) policy whereby a consumer of 16 years and over can
nominate someone to receive all papers, medical and sensitive information about them
and represent their interests. If the consumer does not nominate a Named Person, the
responsibility defaults firstly to the primary carer, and then to the nearest relative.125
Under this policy, the Named Person must have access to all information, which thereby
eliminates some of the aforementioned challenges associated with information-sharing,
particularly during times of incapacity. However, in cases where alternative decisionmaking occurs it is important that the consumer is involved in the decision-making
process as much as possible, by being given appropriate information and support and
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having their previously expressed wishes acknowledged.126 In line with this, Scotland‟s
2003 Mental Health Act also has a principle stating that clinicians must consider the
consumer‟s past and present wishes and advance statements.127

7.10

Carers’ Legislation

The essential role of family, friends, and partners in the lives of the vast majority of
consumers is being recognised and supported worldwide by innovative policy and
legislation128 (see also Section 5). This can be seen in the evolution of international legal
frameworks covering mental health consumers and their supporters. For example, where
the UN Mental Illness Principles (1991) do not specifically mention family carers and
their role in support and care129 the UN CRPD explicitly addresses the role of family in its
Preamble, declaring that:
…the family is the natural and fundamental group unit of society and is entitled to
protection by society and the State, and that persons with disabilities and their
family members should receive the necessary protection and assistance to
enable families to contribute towards the full and equal enjoyment of the rights of
persons with disabilities.130
It should be noted that the Preamble does not contain binding legal obligations but it
does play an important role in how the Convention is interpreted.
It is hard to say how Australia‟s ratification of the UN CRPD will affect laws relating to
privacy and confidentiality in mental health (and mental health legislation generally). It
seems likely that it will add weight to the argument to strengthen the right to privacy and
confidentiality of the consumer. Nevertheless, there is definitely scope for the
Convention to transform the way family and „carers‟ are conceptualised in legislation and
how the law might support their needs.
Carers Australia has campaigned for a definition of „carer‟ to be established in national
legislation in order to firmly establish a policy framework to support carers consistently
throughout the states and territories.131 Carer legislation is now in place in the NT, SA,
Victoria and WA. A number of states now have a carer charter, a carer policy or carer
action plan (ACT, NSW, Queensland, SA, Victoria and WA), which buttress carer
programs within their jurisdiction. They also set a legislative standard for the treatment of
carers by government services.132 The Western Australian Act in 2004 was the first to
define „carer‟ in Australia and to incorporate a Carers Charter in the legislation. It
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requires that the views and needs of carers are taken into account by medical
professionals, public hospitals and those involved in delivering home and community
care and disability services, alongside the views and needs of people receiving care
when decisions are made that impact on the caring role133. The extent to which carer
legislation has affected the use of confidentiality and information-sharing in these
jurisdictions is unknown.

7.11

Dissemination of Policy Documents

It has been noted by Privacy NSW, that “once equipped with some factual information
about how the principles in privacy legislation are intended to apply, problems that may
appear intractable can be worked through by service providers, carers and consumers in
an open, sensitive and privacy-respectful manner”.134 It is therefore vital that policy
documents on confidentiality and information-sharing for consumers, carers and
professionals be widely available and easy to access.135 Codes of practice then need to
be developed in accordance with what the Acts proclaim, as is being proposed in
Victoria.136 Widely disseminated practical guidance will help to facilitate compliance with
the intentions of the Act.
The Victorian Department of Human Services document Confidentiality under the Mental
Health Act 1986 is a good example of a policy document that addresses practical issues
facing consumers, clinicians and carers. It clearly explains the limitations under the Act
and provides a clear table of the “Summary of legal grounds for disclosing mental health
consumer information”. This table not only provides an overview of the specific grounds
for information disclosure, it also categorises these exceptions according to the
requester (i.e. advocate, carers, police, child protection) and directs them to the relevant
legislation and guideline reference.137

7.12 Establishing a National Mental Health Commission to implement
national standards
In Ireland, Canada, New Zealand, and the USA, Mental Health Commissions have been
established which regularly review policy and planning in national or state mental health
systems. The Mental Health Commission in the Isle of Man Government for example,
ensures the operation of their own Mental Health Act Code of Practice, reviewing and
monitoring compliance with the Act.138 Similarly, New Zealand‟s Mental Health
Commission has published a number of national reviews of privacy and confidentiality
practices in the mental health system.139 Whether a National Mental Health Commission
would be of benefit in Australia is currently undetermined, however it is worthy of
consideration.
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7.13

Conclusions

Privacy and confidentiality in mental health is a worldwide issue, and for this reason it is
beneficial to gain an understanding of how other countries are addressing the topic, as
well as consulting with local stakeholders. The primary theme throughout the literature
and stakeholder interviews was the need for a cultural change that is supportive of the
tripartite approach to achieving optimal treatment and recovery for the consumer. In
order to potentially foster the desired culture, there are many changes that can be
considered at both the service level (e.g. training and support for staff, increased
communication between all parties), and the legislative level (e.g. advance directives,
carer legislation).
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Appendix A
NMHCCF Advocacy Brief
Issue: Privacy and Confidentiality
Background
Current practices around privacy, confidentiality and information-sharing are a significant
concern for mental health consumers, their families and their carers.
There is a lack of knowledge about the laws governing privacy and confidentiality, which
vary between states and territories. This inconsistency has the potential to compromise
both the privacy of consumers‟ information and their ability to access and provide
information to family/carers which is required for their caring role.
The NMHCCF is calling for clarification of all privacy and confidentiality legislation – or
the lack of it – across Australia

Key Points for Consumers and Carers
In 2007-08, the NMHCCF conducted a consumer and carer survey on privacy and
confidentiality issues and concerns. The data was collated and analysed in a
preliminary way to form the basis of an Issues Paper, which is currently being written by
research consultants and is due for completion by August 2009.
The key points from the preliminary survey include:
Consumers and carers reported privacy and confidentiality is sometimes used
as a way to exclude them from gaining information;
Consumers and carers were not satisfied when mental health services did not
acknowledge the importance of talking with them about how they would like their
health information to be shared;
Consumers and carers said that there were some issues regarding privacy and
confidentiality and information sharing on which they could agree and others
where they could not;
Consumers and carers liked the concept of an agreed approach to exchange of
information;
Consumers and carers believed that additional assistance and support from
clinicians would allow better management of information-sharing between them;
Consumers denied access to their health information saw this refusal as
potentially harmful to the relationship between clinician and consumer;
Consumers would like the opportunity to decide what information is shared with
their carers;
Consumers would like to be advised and consulted about who has the right to
access their personal health information; and
Carers are not always provided with the information they need to assist them in
their caring role.

Key Issues for the Future
The Issues Paper
An Issues Paper has been written by consultants using a collaborative approach with
consumer, carer and clinician project teams, to ensure that the views and perspectives
of the three major stakeholders are fully explored. The paper examines the impact of
privacy and confidentiality on the experience of consumers and carers in our national
mental health system and will help generate a comprehensive range of solutions and
recommendations for the final report following input from key stakeholders across
Australia.
The NMHCCF will use the Issues Paper to develop a position statement on Privacy and
Confidentiality, which will be finalised and published in 2010.
The findings and recommendations listed in this Advocacy Brief will be reviewed and
possibly modified after this work is complete.

Recommendations for change from the preliminary survey analysis
Consumers, carers and clinicians should engage in open discussion about what
information can be shared with whom, and when, and how.
The NMHCCF endorses the promotion of three-way dialogue between treating
clinicians/mental health services, consumers and carers about what information can be
shared, and how and when it should be shared. Open communication has the potential
to reduce misunderstandings and antagonism around information-sharing.

Name of Nominated NMHCCF contact on this issue
Jenny Burger and Lyn English
Please contact NMHCCF Secretariat (details below)

Prepared by National Mental Health Consumer & Carer Forum
A combined national voice for mental health consumers and carers
Tel: 02 62853100 Email: nmhccf@mhca.org.au Website: www.nmhccf.org.au

(Revised December 2009)
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Appendix B
List of key stakeholder interview questions
1. Could you describe your current (or past) role(s) in the mental health system?
2. What are the key (2 or 3) issues that you think should be addressed in our
paper?
3. What are some specific examples you can give of good and bad practice in
information-sharing?
4. What does good information-sharing look like?
5. How can we maximise the collaborative relationship between consumers, carers
and clinicians for the benefit of consumers and carers without compromising
consumers‟ confidentiality?
6. What barriers do you think hinder the development of good information-sharing?
7. How can we overcome those barriers?
8. What are some specific instances of what has worked in terms of implementation
of good practice?

Appendix C
Summary of key issues from stakeholder interviews

Consumer stakeholders:
Consumers: the rights of consumers are paramount; consumers have a right
to protect their own privacy and to participate in their own care, and any
information-sharing must be conducted with their consent
Carers: with the consent of the consumer, the carer should have the
opportunity to be involved in consumers‟ care and treatment and to be
provided with relevant information about the consumer‟s circumstances; “with
information comes responsibility” – carers should respect this information.
Professionals and practice: staff hiding behind privacy & confidentiality as an
excuse; the “crisis culture” of the Australian mental health system that works
against developing a holistic care plan with the consumer and carer.

Carer stakeholders:
Information-sharing: lack of it; barriers to information-sharing, including the
different legislations and misinterpretation of these; best practice - and
policies that support it; addressing the rationale for importance of informationsharing, rather than an emphasis on privacy and confidentiality, including that
failure to share information hinders the consumer and the carer from
achieving what they should be achieving in their lives. Improvements in
information-sharing would „redress the imbalance‟ and recognise the
confidentiality needs of carers.
Carers are given enormous responsibility but few rights: carers need certain
information so they can attain their entitlements and access services, and to
make significant decisions about their own lives and that of their families.

Professional stakeholders:
Theoretical issues: attaining an appropriate balance between the needs and
rights of all people involved, with the aim being to promote person-centred
care; treatment of mental illness and recovery cannot be achieved without the
ability to communicate with others involved in the consumer‟s care (done in
the best interests of the consumer, and with respect to their privacy; there
also needs to be enough information given to carers); start using the same
principles as used within other systems of health care that include
communication between the people involved in the consumer‟s care.
Practice issues: the skill involved in applying the concepts in policies and
guidelines to the practicalities of working with consumers and families; advice
to practitioners about how to apply these concepts on a day-to-day basis;
obligations of individual practitioners, to both professional bodies and their
employers, regarding confidentiality; less about legal provisions and more
about managing two sets of relationships.
Service issues: the potential risk of harm that comes from inappropriate
disclosure of information is given too much emphasis - the converse needs

more consideration – potential harm arising from not providing information to
families when they need it; privacy and confidentiality are not sufficiently
addressed by services – we need systems whereby staff can readily access
advice and consult with one another about issues that arise.
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Appendix D

Figure 1. Framework for best clinical practice when consent is not given to share
information with carers. From: Slade et al., (2007). Best practice when service users
do not consent to sharing information with carers. British Journal of Psychiatry, 190, 148155. Reproduced with permission from the first author.

